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AN ACT relating to education rights and privacy.

Be it enacted by the General Assembly of the Commonwealth of Kentucky:

Section 1.   KRS 160.705 is amended to read as follows:

(1)
Education records of students in the public educational institutions in this state are deemed confidential and shall not be disclosed, or the contents released, except under the circumstances described in KRS 160.720.

(2)
School officials shall take precautions to protect and preserve all education records, including records generated and stored in the education technology system. School officials shall:

(a)
Retain for a minimum period of one (1) week a master copy of any digital, video, or audio recordings of school activities without editing, altering, or destroying any portion of the recordings, although secondary copies of the master copy may be edited; and

(b)
Retain for a minimum of one (1) month in an appropriate format, a master copy of any digital, video, or audio recordings of activities that include, or allegedly include, injury to students or school employees without editing, altering, or destroying any portion of the recordings.

(3)
Recordings of school activities shall be subject to privacy and confidentiality requirements as provided in this chapter.

(4)
(a)
The Kentucky Board of Education shall require the Department of Education and all school districts to adhere to transparency and privacy standards for outsourcing Web-based tasks to vendors, including:

1.
Ensuring that contractual agreements between the Department of Education and vendors and between local school districts and vendors adhere to the provisions outlined in the Family Educational Rights and Privacy Act of 1974, 20 U.S.C. sec. 1232g, as amended, and its regulations, the Richard B. Russell National School Lunch Act, 42 U.S.C. sec. 1751 et seq., and the Child Nutrition Act of 1966, 42 U.S.C. sec. 1771 et.seq., as applicable. Contractual agreements between the Department of Education and vendors and between local school districts and vendors shall:

a.
Identify the provisions of 20 U.S.C. sec. 1232g and its regulations that permit the disclosure of personally identifiable information from an educational record of a student;

b.
Describe the personally identifiable information to be released and the purpose and manner in which released data will be used; and

c.
Describe the obligations of the recipient of personally identifiable data; and

2.
Ensuring that contractual agreements between the Department of Education and vendors and between local school districts and vendors require that vendors be bound by the confidentiality, security, and nondisclosure requirements and restrictions of Family Educational Rights and Privacy Act, National School Lunch Act, and Child Nutrition Act agreements. Vendors shall:

a.
Require any of its employees or subcontractors, who will or may access student data provided by Family Educational Rights and Privacy Act, National School Lunch Act, and Child Nutrition Act data in the course of their duties for the vendor, to execute agreements of confidentiality and nondisclosure.

b.
Agree to amend existing contracts to include agreements of confidentiality and nondisclosure if they were not included in the original contract.

(b)
Any contractual agreement between the Department of Education and vendors and between local school districts and vendors shall not impair the rights of parents and students with respect to access to the student's educational record. Parents and students shall be advised of the right to:

1.
Inspect and review student education records;

2.
Inspect and review documented disclosures of education records;

3.
Request the amendment of education records under certain circumstances; 

4.
Provide written consent prior to disclosure of personally identifiable information; and 

5.
File a complaint alleging failure to comply with requirements with respect to student educational records.

Section 2.   KRS 160.710 is amended to read as follows:

Parents or eligible students shall be informed of the rights of privacy and confidentiality accorded student education records. The educational institution shall determine the means and method of notice and adopt written policies consistent with the federal[state] law.

Section 3.   KRS 160.720 is amended to read as follows:

(1)
Parents or eligible students may consent to the release of written documents by completing and signing forms devised by the educational institution identifying the records to be released, the date of the release, the party to whom the release is granted, and the purpose of the request.

(2)
Educational institutions shall not permit the release or disclosure of records, reports, or identifiable information on students to third parties other than directory information as defined in KRS 160.700, without parental or eligible student consent except to:

(a)
Other school officials, including teachers, with legitimate education interests and purposes.

(b)
Other school systems, colleges, and universities to which the student has sought enrollment and transfer, or from which the student was graduated.

(c)
Federal, state, or local officials who carry out a lawful function and who are authorized to receive this information pursuant to a juvenile justice statute or regulation as allowed by the Family Educational Rights and Privacy Act, 20 U.S.C. sec. 1232g.[ This authority includes requests from any agency of the federal and state government for the purpose of determining a student's eligibility for military service.]
(d)
Federal, state, or local officials to whom the information is required to be disclosed or reported.

(e)
Individuals or organizations conducting legitimate studies, surveys, and data collection in such a manner so as not to permit personal identification of the students or parents.

(f)
Accrediting organizations enlisted to carry out accrediting functions.

(g)
Parents of a dependent student of the parent as defined in Section 152 of the Internal Revenue Code of 1954 (26 U.S.C. sec. 152).

(3)
Students may waive the right to inspect confidential recommendations relating to admission to educational institutions, application for employment, and receipt of an honor or honorary recognition. In the case of admissions, the waiver of release shall apply if the student, upon request, is notified of names of persons or organizations making confidential recommendations, and those recommendations are used solely for the purpose intended.

[(4)
Records of release for information contained in education records, other than directory information indicating the agency, institution, or organization that has requested or has had access to student education records and indicating the purpose of the release or inspection shall be maintained by the educational institution. These records of release shall be limited to inspection by parents, eligible students, school officials and their assistants who are responsible for custody of education records; by school officials within the educational institution who have legitimate educational interests; and by federal and state officials and representatives conducting audits and evaluations of the education programs or in connection with the enforcement of federal or state legal requirements relating to the programs.]
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