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Part I:  Measure Information

	Bill Request #:
	862


	Bill #:
	HB 5 GA


	Bill Subject/Title:
	AN ACT relating to the safety and security of personal information held by public agencies.


	Sponsor:
	Rep. Denver Butler


	Unit of Government:
	X
	City
	X
	County
	X
	Urban-County

	
	X
	Charter County
	X
	Consolidated Local
	X
	Unified Local Government


	Office(s) Impacted:
	All local government offices


	Requirement:
	X
	Mandatory
	 
	Optional


	Effect on
	
	
	
	
	
	

	Powers & Duties:
	X
	Modifies Existing
	X
	Adds New
	 
	Eliminates Existing


Part II:  Purpose and Mechanics
HB 5 GA retains original provisions, which create new obligations for all levels of government with regard to the protection of personal information in the custody of state and local agencies. The bill has a particular focus on cybersecurity measures aimed at protecting electronic data and preventing security breaches.

HB 5 GA requires local government agencies (under the broader term “agency,” defined in Section 1 of the bill) to “implement, maintain, and update security procedures,” and to take corrective actions in order to guard against security breaches. A local agency’s security and breach investigation procedures “shall be in accordance with policies established by the Department for Local Government.”   HB 5 GA adds a requirement that the Department for Local Government shall consult with public entities in the development of security and investigation policies. HB 5 GA also adds a provision which requires the Commonwealth Office of Technology to provide technical assistance to agencies upon request. Further, these new security requirements are in addition to any requirements under the KRS, federal law, or protocols or agreements pertaining to the protection of personal information. The local agencies must notify the Department of Local Government of the pre-existing requirements. 

Additionally, the requirement to employ and maintain security procedures is also extended to “nonaffiliated third parties” (also defined in Section 1). HB 5 GA requires this obligation to be included in service contracts between an agency and a nonaffiliated third party. In the original bill, contracts were required to contain this provision beginning on or after August 1, 2014.  HB 5 GA changes the date to January 1, 2015. Nonaffiliated third parties are required under the bill to notify agencies within 24 hours of the discovery of a security breach. From that point, HB 5 GA requires agencies to record that notification on a form developed by the Commonwealth Office of Technology that the notification will not impede any criminal investigation or jeopardize “homeland or national security.”

HB 5 GA spells out its reporting requirements in more detail in Section 3. When a local agency that “collects, maintains, or stores personal information,” or has a service contract with a nonaffiliated third party for the same, learns of a security breach, the agency is required to notify, within twenty-four hours: the State Police Commissioner, the Auditor of Public Accounts,  Attorney General, and the Commissioner of the Department of Local Government. Agencies must also conduct a “reasonable and prompt investigation” to determine if the security breach has or is likely to result in the misuse of personal information.

If a local agency concludes that a security breach has occurred and that the misuse of personal information has occurred or is reasonably likely to occur, HB 5 GA creates additional notification duties:  First, the agency must notify the same  previously-mentioned agencies, plus the Commissioner for the Department of Libraries and Archives (unless Section 3, subsection (3) applies) are to be notified;  Secondly, all of the potential victims of the security breach are to be contacted within 35 days of the notification of the previously-mentioned officers (unless Section 3, subsection (3) applies). The particulars for victim notification are set forth in subsection (2) of Section 3; and thirdly, local agencies must notify the Department for Local Government and certain consumer credit reporting agencies if the number of potential victims exceeds 1000. 

Subsection (2)(c) of Section 3 requires agencies that provide this notification to cooperate with any investigations conducted by the entities so notified.

If, on the other hand, a local agency determines that the misuse of personal information has not occurred and is not likely to occur, HB 5 GA requires the agency to give notice to the aforementioned state agencies, whereas the original language contained no such reporting requirement for non-breach events. HB 5 GA retains the original provision which required agencies to keep records that reflect the bases for its decision that no breach has occurred. 

Subsection (3) of Section 3, referenced above, spells out the exceptions to the duty to notify requirement. In short, the duty to notify may be delayed when law enforcement informs an agency that notification will hinder a criminal investigation. Further, such delay is permissible if the Attorney General’s office approves a delay so that measures “to restore the reasonable integrity of the data system” can be implemented in the timeframe contemplated by the bill. 

HB 5 GA also requires agencies that maintain data which includes personal information that is not owned by the agency to notify the owner or licensee of the data of any breach of the data immediately upon discovery of the breach.

HB 5 GA creates a cause of action by the Attorney General against agencies and nonaffiliated third party service providers for injunctive relief or other remedies to enforce Sections 1 to 4 of the bill. 

Lastly, HB 5 GA amends an existing duty with regard to records management. Section 9 amends KRS 171.680 to require compliance with Sections 1 to 4 of this bill as part of an agency’s “continuing program for the economical and efficient management” of records. 

Lastly, HB 5 GA adds language declaring that the Open Records Act is not impacted by this bill and that the legislation is to take effect January 1, 2015. 

Part III:  Fiscal Explanation, Bill Provisions, and Estimated Cost
The fiscal impact of HB 5 GA on local government ranges from minimal to significant, depending on the extent of infrastructure changes needed to comply with the bill and depending on the magnitude of a security breach that warrants public notification. 

The potential administrative burden of HB 5 GA ranges from minimum to moderate.

Many smaller communities likely do not have substantial information technology infrastructure already in place. Accordingly, the compliance costs for those locales could be high. Likewise, it stands to reason that for those localities with existing IT infrastructure, the financial impact of this bill could be less severe. Further, since many of the smaller cities lack technological infrastructure, they also lack the technological expertise to implement the security measures contemplated by this bill. In light of this, HB 5 GA requires both the Department of Local Government and the Commonwealth Office of Technology to consult with and lend assistance to local governments, respectively. 

It should be noted, however, that the IT infrastructure required as a preventive measure is only one aspect of the security structure envisioned by this bill. Another element is the requirement to notify potential victims of a security breach. The costs associated with notification depend on the extent of a breach. Less costly communications, such as emails, can be used if the target population is relatively small. However, if the number of potential victims is large, more costly methods (i.e. mail) may be required. 

The administrative burden is expected to vary from minimal to moderate. The key variables include the strength of a local government’s proposed policies and to what extent current policies will need to be changed. For example, personnel and record-keeping policies may need to be changed. Further, the notification requirement will pose an additional administrative cost at least in terms of employee time needed for compliance after a security breach.
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