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A CONCURRENT RESOLUTION directing the Interim Joint Committee on State Government of the Legislative Research Commission to study issues related to cyber security.

WHEREAS, Kentucky state government houses and maintains sensitive personal and business information for millions of Kentuckians and thousands of Kentucky businesses; and

WHEREAS, the breach of personal and business data could cause harm to Kentuckians and Kentucky businesses; and

WHEREAS, Kentucky is one of only four states without a security breach law requiring notification to consumers by government and private data custodians of security breaches involving personal information; and

WHEREAS, previous audits by the Auditor of Public Accounts have identified significant deficiencies in information technology security procedures at the same state agencies year after year; and

WHEREAS, recent security breaches in other states have resulted in millions of dollars of state revenues being dedicated to correcting those breaches;

NOW, THEREFORE,

Be it resolved by the House of Representatives of the General Assembly of the Commonwealth of Kentucky, the Senate concurring therein:

Section 1.   The Interim Joint Committee on State Government of the Legislative Research Commission, in consultation with the Auditor of Public Accounts, is directed to study security of data that state government agencies are responsible for maintaining and the need for security breach laws and other legislative, regulatory, and enterprise policy options to protect Kentuckians and Kentucky businesses.

Section 2.   The Interim Joint Committee on State Government of the Legislative Research Commission may study the information technology infrastructure of Kentucky state government, enterprise policies, incentives to motivate compliance, and notification to consumers by government data custodians regarding security breaches involving the consumers' personal or sensitive information.

Section 3.   The Interim Joint Committee on State Government of the Legislative Research Commission may issue findings and recommendations to the Legislative Research Commission and may make recommendations for any legislation that it deems necessary, which may include provisions for notifying the Auditor of Public Accounts of public agency breaches and the Attorney General of intentional or potentially intentional breaches.

Section 4.   The results of any written report shall be transmitted to the Legislative Research Commission by November 27, 2013.

Section 5.   Provisions of this Resolution to the contrary notwithstanding, the Legislative Research Commission shall have the authority to alternatively assign the issues identified herein to an interim joint committee or subcommittee thereof, and to designate a study completion date.
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