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AN ACT relating to consumer protection.

Be it .enacted by the General Assembly of the Commonwealth of Kentucky:

SECTION 1.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

As used in Sections 1 to 7 of this Act, unless the context requires otherwise:
(1)
"Business" means a sole proprietorship, partnership, company, corporation, firm, association, or other group, however organized and whether or not organized to operate at a profit. "Business" shall not include any government or governmental subdivision or agency.

(2)
"Consumer" means an individual who is a resident of the Commonwealth of Kentucky, or his or her legal guardian or attorney-in-fact specifically appointed for the exercise of rights provided in Sections 1 to 7 of this Act.

(3)
"Disposal" means:
(a)
The discarding or abandonment of records containing personal information; or
(b)
The sale, donation, discarding or transfer of any medium, including computer equipment, or computer media, containing records of personal information, or other nonpaper media upon which records of personal information are stored, or other equipment for nonpaper storage of information.
(4)
"Encrypt" means use of an algorithmic process to transform data into a form in which the data are rendered unreadable or unusable without use of a confidential process or key.
(5)
"Person" means any individual, partnership, corporation, company, trust, estate, cooperative, association, or other entity, but does not include a government, governmental subdivision or government agency.
(6)
"Personal information" means an individual's first name or first initial and last name, or birth date, in combination with any of the following identifying information of the individual:

(a)
Account number;
(b)
Account balance;
(c)
Transactional information concerning any account;
(d)
Code;
(e)
Password;
(f)
Social Security number;
(g)
Tax identification number;
(h)
Driver's license number;
(i)
Information held for the purpose of credit or loan acquisition;
(j)
Information held for the purpose of account access;
(k)
Personal identification number;
(l)
Unique biometric data;
(m)
Identification card number;
(n)
Passport number;
(o)
Electronic identification number;

(p)
Digital signature;
(q)
Credit card number;
(r)
Debit card number; or
(s)
Medical information.

"Personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records, or that the individual has consented to have publicly disseminated or listed.

(7)
"Records" means any material on which written, drawn, spoken, visual, or electromagnetic information is recorded or preserved, regardless of physical form or characteristics.
(8)
"Redact" means rendering data so that it is unreadable or is truncated so that no more than the last four (4) digits of the identification number are accessible as part of the data.
(9)
"Security breach" means unauthorized acquisition of or access to unencrypted or unredacted records or data that compromises the security, confidentiality or integrity of personal information. "Security breach" also means unauthorized acquisition of and access to encrypted records or data containing personal information along with the confidential process or key to unencrypt the records or data. Good-faith acquisition of or access to personal information by an employee or agent of the business for the purposes of the business is not a security breach, provided that the personal information is not used or subject to further unauthorized disclosure.
SECTION 2.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

(1)
Except as provided in subsection (2) of this section, a business may not do any of the following:
(a)
Intentionally communicate or otherwise make available to the general public a consumer’s Social Security number.
(b)
Print a consumer’s Social Security number on any card required for the consumer to access products or services provided by the business.
(c)
Require a consumer to transmit his or her Social Security number over the Internet, unless the connection is secure or the Social Security number is encrypted.
(d)
Require a consumer to use his or her Social Security number to access an Internet Web site, unless a password or unique personal identification number or other authentication device is also required to access the Internet Web site.
(e)
Print a consumer’s Social Security number on any materials that are mailed to the consumer, unless state or federal law requires the Social Security number to be on the document to be mailed.
(f)
Sell, lease, loan, trade, rent, or otherwise disclose a consumer’s Social Security number to a nonaffiliated third party for any purpose without written consent to the disclosure from the consumer, when the party making the disclosure knows or in the exercise of reasonable diligence would have reason to believe that the third party lacks a legitimate purpose for obtaining the individual's Social Security number.
(2)
Subsection (1) of this section shall not apply in the following instances:
(a)
When a Social Security number is included in an application or in documents related to an enrollment process, or to establish, amend, or terminate an account, contract, or policy, or to confirm the accuracy of the Social Security number for the purpose of obtaining a consumer report pursuant to 15 U.S.C. sec. 1681b. A Social Security number that is permitted to be mailed under this section may not be printed, in whole or in part, on a postcard or other mailer not requiring an envelope, or visible on the envelope or without the envelope having been opened.
(b)
To the collection, use, or release of a Social Security number:
1.
For internal verification or administrative purposes;
2.
To investigate or prevent fraud;
3.
To conduct background checks, but only with the permission of the person holding that Social Security number;
4.
To collect a debt;
5.
To undertake a permissible purpose enumerated under or disclosure permitted by the Fair Credit Reporting Act, as amended, 15 U.S.C. sec. 1681 et seq.; or for any purpose set forth in section 502(e) of the Gramm-Leach-Bliley Act, as amended, 15 U.S.C. sec. 6801 et seq.;
6.
To locate a person who is due a benefit, such as a pension, insurance or unclaimed property benefit;
7.
To act pursuant to a court order, warrant, subpoena, or when otherwise required by law; or
8.
To provide the Social Security number to a federal, state, or local government entity, including a law enforcement court, or their agents or assigns.
(c)
To a Social Security number that has been redacted.
(3)
A business covered by this section shall make reasonable efforts to cooperate, through systems testing and other means, to ensure that the requirements of this section are implemented on or before the dates specified in this section.
(4)
All of the remedies, powers, and duties provided by KRS 367.190 to 367.300 and the penalties provided in KRS 367.990 shall apply with equal force and effect to a violation of this section.
SECTION 3.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

(1)
When a business that conducts business in Kentucky, or a business that maintains or otherwise possesses records containing personal information of a resident of Kentucky, disposes of, other than by storage, any records, it shall take reasonable steps to destroy, or arrange for the destruction of, that portion of the records containing personal information by shredding, erasing, or otherwise modifying the personal information in those records to make it unreadable or indecipherable through any means.
(2)
This section does not apply to the following:
(a)
Any bank or financial institution that is subject to and in compliance with the privacy and security provision of the Gramm-Leach-Bliley Act, as amended, 15 U.S.C. sec. 6801 et seq.
(b)
Any person that is subject to and in compliance with the standards for privacy of individually identifiable health information and the security standards for the protection of electronic health information of the Health Insurance Portability and Accountability Act of 1996.
(c)
Any consumer reporting agency that is subject to and in compliance with the federal Fair Credit Reporting Act, 15 U.S.C. sec. 1681 et seq., as amended.
(3)
All of the remedies, powers, and duties provided by KRS 367.190 to 367.300 and the penalties provided in KRS 367.990 shall apply with equal force and effect to a violation of this section.
SECTION 4.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

 SEQ CHAPTER \h \r 1(1)
Any business that conducts business in the Commonwealth, and owns or licenses data that include personal information, shall notify a resident of the Commonwealth of a security breach of that resident's personal information, following discovery or notification of an occurrence of a security breach, or of a reasonable belief of an occurrence of a security breach. The notification shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement as provided in subsection (3) of this section, or any measures necessary to determine the scope of the security breach and restore the reasonable integrity of the data system. 
(2)
Any business that maintains data that include personal information that the business does not own shall notify the owner or licensee of the information of any security breach of the information immediately following discovery.
(3)
 SEQ CHAPTER \h \r 1The notice required by this section shall be delayed if the business receives a written request from a law enforcement agency to delay the notice because the notice may impede a criminal investigation. The notice required by this section shall be provided without unreasonable delay after the law enforcement agency communicates to the business its determination that notice will no longer impede the investigation. The request to delay the notice and the communication to end the delay shall be in writing, or the business shall document the request and communication contemporaneously in writing, and shall include the name of the law enforcement officer and law enforcement agency making the request.
(4)
The notice required by subsection (1) of this section shall be clear and conspicuous. The notice shall include a description of the following:
(a)
The incident in general terms.
(b)
The type of personal information that was subject to the unauthorized access or acquisition.
(c)
The general acts of the business to protect the personal information from further unauthorized access or acquisition.
(d)
A telephone number that the consumer may call for further information and assistance, if one exists.
(e)
A statement that the consumer should remain vigilant by reviewing account statements and monitoring free credit reports.
(5)
For purposes of this section, notice to affected consumers may be provided by one (1) of the following methods:
(a)
Written notice;
(b) SEQ CHAPTER \h \r 1
Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in 15 U.S.C. sec. 7001; or
(c)
Substitute notice, if the business demonstrates that the cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds five hundred thousand (500,000), or that the business does not have sufficient contact information. Substitute notice shall consist of all of the following:
1.
E-mail notice when the business has an e-mail address for the subject persons;
2.
Conspicuous posting of the notice on the Web site page of the business, if the business maintains one; and
3.
Notification to major statewide media.
(6)
Any business that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of this section shall be deemed to be in compliance with the notification requirements of this section if the business notifies subject persons in accordance with its policies in the event of a security breach.
(7)
Any waiver of the provisions of this section is contrary to public policy and is void and unenforceable.
(8)
This section does not apply to the following:
(a)
Any bank or financial institution that is subject to and in compliance with the privacy and security provisions of the Gramm-Leach-Bliley Act, as amended, 15 U.S.C. sec. 6801 et seq.
(b)
Any person that is subject to and in compliance with the standards for privacy of individually identifiable health information and the security standards for the protection of electronic health information of the Health Insurance Portability and Accountability Act of 1996.
(c)
Any consumer reporting agency that is subject to and in compliance with the federal Fair Credit Reporting Act, 15 U.S.C. sec. 1681 et seq., as amended.
(9)
In the event that a business provides notice to more than one thousand (1,000) consumers at one (1) time pursuant to this section, the business shall notify, without unreasonable delay, the Office of Consumer Protection of the Office of the Attorney General and all consumer reporting agencies that compile and maintain files on consumers on a nationwide basis, as defined in 15 U.S.C. sec. 1681a(p), of the timing, distribution, and content of the notice.
(10)
The business providing a notice pursuant to this section shall cooperate with reasonable requests from the Office of Consumer Protection of the Office of the Attorney General, consumer reporting agencies, or recipients of the notice, to verify the authenticity of the notice.
(11)
All of the remedies, powers, and duties provided by KRS 367.190 to 367.300 and the penalties provided in KRS 367.990 shall apply with equal force and effect to a violation of this section.
SECTION 5.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

(1)
(a)
Any business that conducts business in the Commonwealth and maintains or otherwise possesses personal information of a resident of Kentucky, regardless of the form in which the personal information is maintained, shall implement and maintain reasonable procedures, including taking any appropriate corrective action, to protect and safeguard against security breaches.

(b)
 SEQ CHAPTER \h \r 1A business may comply with the requirements of this subsection if the actions of the business conform to the requirements for entities subject to the Gramm-Leach-Bliley Act, as amended, 15 U.S.C. sec. 6801 et seq., for safeguarding customer information.
(2)
This section does not apply to the following:
(a)
Any bank or financial institution that is subject to and in compliance with the privacy and security provision of the Gramm-Leach-Bliley Act, as amended, 15 U.S.C. sec. 6801 et seq.
(b)
Any person that is subject to and in compliance with the standards for privacy of individually identifiable health information and the security standards for the protection of electronic health information of the Health Insurance Portability and Accountability Act of 1996.
(c)
Any consumer reporting agency that is subject to and in compliance with the federal Fair Credit Reporting Act, 15 U.S.C. sec. 1681 et seq., as amended.
(3)
All of the remedies, powers, and duties provided by KRS 367.190 to 367.300 and the penalties provided in KRS 367.990 shall apply with equal force and effect to a violation of this section.
SECTION 6.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

The Attorney General may promulgate administrative regulations necessary for the proper administration and enforcement of Sections 1 to 7 of this Act.
SECTION 7.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

(1)
Nothing in Sections 1 to 7 of this Act limits the power of any agency of the Commonwealth of Kentucky to enforce criminal or civil provisions of any chapter of the Kentucky Revised Statutes or the right of any person to bring civil actions granted by any chapter of the Kentucky Revised Statutes or common law and based upon conduct prohibited herein and nothing in this chapter limits the power of the Commonwealth of Kentucky to punish any person for any conduct which constitutes a crime by statute.
(2)
The remedies and penalties provided in Sections 1 to 7 of this Act shall be in addition to any other remedies or penalties for any conduct provided for by common law or statute.
(3)
The Attorney General may bring a civil action regarding a violation of Sections 1 to 7 of this Act directly in the Franklin Circuit Court, or in the Circuit Court of any county in which the unlawful conduct occurred or in which an affected consumer resides.
SECTION 8.   A NEW SECTION OF KRS CHAPTER 17 IS CREATED TO READ AS FOLLOWS:

(1)
A person who has learned or reasonably suspects that he or she is a victim of a crime defined in KRS 434.580, 434.650, 434.675, 434.685, 434.872, 434.874, 514.160, or 514.170 may make a complaint to any office of the Kentucky State Police, the local law enforcement agency where jurisdiction may lie for investigation and prosecution of the crime, or the local law enforcement agency that has jurisdiction over his or her actual residence.
(2)
Regardless of where jurisdiction may lie for investigation and prosecution of the crime, the office of the Kentucky State Police or the local law enforcement agency shall take the complaint, and provide the complainant with a copy of the report form used to take the complaint.

SECTION 9.   A NEW SECTION OF KRS CHAPTER 411 IS CREATED TO READ AS FOLLOWS:

(1)
For purposes of this section, “identity theft” means the use of an individual’s identity or personal information, without that individual’s consent, for any purpose, including but not limited to a purpose set forth in KRS 434.580, 434.650, 434.675, 434.685, 434.872, 434.874, 514.160, or 514.170.
(2)
An individual who reasonably believes that he or she is a victim of identity theft may petition the Circuit Court, in a civil action, for an expedited determination that he or she is a victim of identity theft. 
(3)
The petition may be filed in the Circuit Court either where the person resides or where related proceedings have been filed.
(4)
A petition filed under this section shall be verified by the petitioner and include at least the following:
(a)
A description of the facts and circumstances relating to the identity theft;
(b)
A statement of the nature of the relief sought by the petitioner;
(c)
A copy of the related police report, if any; and
(d)
If known, the case number and court of each related proceeding, if any, and the status thereof.
(5)
A petition may be filed under this section regardless of whether the petitioner is able to identify the person or persons who allegedly engaged in the identity theft.
(6)
The court fee for filing a petition under this section shall be the same as the filing fee for small claims filed in the District Court.
(7)
The clerk of the court shall provide a copy of the petition to the Commonwealth's attorney and county attorney for the county in which the petition is filed, within three (3) business days of the date the petition is filed.
(8)
The Commonwealth's attorney or county attorney may respond to the petition within twenty (20) business days of the date the petition is filed, and may participate in and introduce evidence at a hearing on the petition.
(9)
A hearing on a petition filed under this section shall be held within thirty (30) business days of the date the petition is filed.
(10)
(a)
A judicial determination made pursuant to this section may be based on testimony, affidavits, police reports, or other material, relevant and reliable information or documentation submitted by the petitioner and other interested parties.

(b)
The petitioner is presumed to be a victim of identity theft under this section if a person charged with an offense pursuant to KRS 434.580, 434.650, 434.675, 434.685, 434.872, 434.874, 514.160, or 514.170, involving the petitioner’s identity or personal information, is convicted of the offense.
(c)
The court shall verify the identity of the petitioner. The petitioner shall personally appear before the court and testify under oath.
(11)
If the court determines from a preponderance of the evidence that the petitioner is a victim of identity theft, the court shall issue an order:
(a)
Declaring that the petitioner is a victim of identity theft;
(b)
Describing in general terms the type of personal information and documents used to commit the identity theft;
(c)
Stating the date of the identity theft, if known;
(d)
Stating any known information identifying the person convicted of an offense as stated in paragraph (b) of subsection (10) of this section; and
(e)
Stating such other orders as are necessary to assist the petitioner in correcting erroneous information that has resulted from the identity theft. 
(12)
A court may at any time vacate an order issued under this section if the court finds that the petition, or any information submitted in support of the petition, contains a material factual error, material misrepresentation, or fraudulent misrepresentation.
SECTION 10.   A NEW SECTION OF KRS CHAPTER 431 IS CREATED TO READ AS FOLLOWS:

(1)
An individual who has been charged with a criminal offense as a result of another person or persons using the identifying information of the individual to commit a crime and who has been found not guilty of the offense, or against whom charges have been dismissed, and not in exchange for a guilty plea to another offense, may make a motion, in the District or Circuit Court in which the charges were filed, to redact the movant’s identifying information in records as provided in this section, including but not limited to arrest records, fingerprints, photographs, index references, or other data, whether in documentary or electronic form, relating to the arrest, charge, or other matters arising out of the arrest or charge. The motion shall be supported by evidence, and the movant’s oath, that the movant was not the perpetrator of the offenses charged against the movant. The motion is an alternative to any other available remedies.
(2)
The motion may be filed at any time following the order of acquittal or dismissal.
(3)
(a)
Following the filing of the motion, the court may set a date for a hearing. 

(b)
If the court sets a date for a hearing, it shall notify the following of a reasonable opportunity for a response to the motion:
1.
The county or Commonwealth's attorney, as appropriate, or both; and
2.
If the criminal charge relates to the abuse or neglect of a child, the Office of General Counsel of the Cabinet for Health and Family Services. 
(c)
Any hearing on a motion filed pursuant to this section shall be held within thirty (30) days of the filing of the motion.
(4)
If the court finds that there are no current charges or proceedings pending in relation to the matter for which the redaction is sought, the court may grant the motion and order the redaction of records in the custody of the court. The court shall order the redaction on a form provided by the Administrative Office of the Courts. The court clerk, Court of Justice, Administrative Office of the Courts and any other agency of the judicial branch, with records relating to the arrest, charge, or other matters arising out of the arrest or charge, that is ordered to redact records, shall certify to the court within sixty (60) days of the entry of the order, that the required action has been completed. All orders enforcing the procedure shall be sealed.
(5)
The individual whose record is redacted shall not have to disclose the fact of the redaction or any matter relating thereto on an application for employment, credit, or other type of application.
(6)
Inspection of the court records subject to the order may thereafter be permitted by the court only upon a motion by the individual who is the subject of the records or by motion of the county or Commonwealth’s attorney and only to those persons named in the motion. The records shall be made available as evidence in the prosecution of the person or persons who used the identifying information of the individual.
(7)
KRS 523.070 shall not be construed to apply to statements or testimony made in relation to a motion filed pursuant to this section.
SECTION 11.   A NEW SECTION OF KRS CHAPTER 12 IS CREATED TO READ AS FOLLOWS:

(1)
As used in this section, unless the context requires otherwise, "agency" means any public agency of the executive branch of the Commonwealth or its subdivisions.

(2)
Except as provided in subsection (3) of this section, no agency shall do any of the following:
(a)
Collect a Social Security number from an individual unless authorized by law to do so or unless the collection of the Social Security number is otherwise necessary for the performance of that agency's duties and responsibilities as prescribed by law. Social Security numbers collected by an agency shall be relevant to the purpose for which collected and shall not be collected until and unless the need for Social Security numbers has been clearly documented.
(b)
Fail, when collecting a Social Security number from an individual, to segregate that number on a separate page from the rest of the record, or as otherwise appropriate, in order that the Social Security number can be more easily redacted pursuant to a valid public records request.
(c)
Fail, when collecting a Social Security number from an individual, to provide, at the time of or prior to the actual collection of the Social Security number by that agency, that individual, upon request, with a written statement of the purpose or purposes for which the Social Security number is being collected and used.
(d)
Use the Social Security number for any purpose other than the purpose stated.
(e)
Intentionally communicate or otherwise make available to the general public a person's Social Security number.
(f)
Print an individual's Social Security number on any card required for the individual to access government services.
(g)
Require an individual to transmit the individual's Social Security number over the Internet, unless the connection is secure or the Social Security number is encrypted.
(h)
Require an individual to use the individual's Social Security number to access an Internet Web site, unless a password or unique personal identification number or other authentication device is also required to access the Internet Web site.
(i)
Print an individual's Social Security number on any materials that are mailed to the individual, unless:
1.
State or federal law requires that the Social Security number be included on the document to be mailed;
2.
The Social Security number is included in an application or in documents related to an enrollment process; or
3.
The Social Security number is necessary to establish an account, contract, or policy.

A Social Security number that is permitted to be mailed under this paragraph may not be printed, in whole or in part, on a postcard or other mailer not requiring an envelope, or visible on the envelope or without the envelope having been opened.
(j)
Sell, lease, loan, trade, rent, or otherwise disclose an individual's Social Security number to a nonaffiliated third party for any purpose without written consent to the disclosure from the individual, when the party making the disclosure knows or in the exercise of reasonable diligence would have reason to believe that the third party lacks a legitimate purpose for obtaining the individual's Social Security number.
(3)
Subsection (2) of this section does not apply in the following circumstances:
(a)
When a Social Security number is included in an application or in documents related to an enrollment process, or to establish, amend, or terminate an account, contract, or policy, or to confirm the accuracy of the Social Security number for the purpose of obtaining a consumer report pursuant to 15 U.S.C. sec. 1681b. A Social Security number that is permitted to be mailed under this section may not be printed, in whole or in part, on a postcard or other mailer not requiring an envelope, or visible on the envelope or without the envelope having been opened.
(b)
To the collection, use, or release of Social Security numbers:
1.
For internal verification or administrative purposes;
2.
To investigate or prevent fraud;
3.
To conduct background checks;
4.
To collect a debt;
5.
To undertake a permissible purpose enumerated under or disclosure permitted by the Fair Credit Reporting Act, as amended, 15 U.S.C. sec. 1681 et seq.; or for any purpose set forth in section 502(e) of the Gramm-Leach-Bliley Act, as amended, 15 U.S.C. sec. 6801 et seq.;
6.
To locate a person who is due a benefit, such as a pension, insurance or unclaimed property benefit; or
7.
To act pursuant to a court order, warrant, subpoena, or when otherwise required by law.
(c)
To a Social Security number that has been redacted.
(d)
To Social Security numbers disclosed to another governmental entity, or its agents, assignees, employees, or subcontractors if disclosure is necessary for the governmental entity or its agents, assignees, employees, or subcontractors to perform their duties and responsibilities. The receiving governmental entity and its agents, assignees, employees, and subcontractors shall maintain the confidential and exempt status of such numbers.
(e)
To Social Security numbers disclosed for a public health purpose pursuant to and in compliance with KRS Chapter 194A or KRS Title 18.
(f)
To certified copies of vital records issued pursuant to KRS 213.136.
(g)
To vital records or the information contained in vital records that is disclosed pursuant to KRS 213.131.
(h)
To any recorded document in the official records of the clerk of the county.
(i)
To any document filed in the official records of the courts.
(j)
To Social Security numbers disclosed to or by a law enforcement agency for a law enforcement purpose.
(4)
(a)
No person preparing or filing a document to be recorded or filed in the official records of an agency may include any person's Social Security number, unless otherwise expressly required by law, by the agency pursuant to this section or pursuant to an administrative regulation promulgated by the agency, or by court order, or if the Social Security number is redacted.

(b)
Any loan closing instruction that requires the inclusion of a person's Social Security number on a document to be recorded or filed in the official records of an agency shall be void.
(5)
The validity of an instrument as between the parties to the instrument is not affected by the inclusion of a Social Security number on a document recorded or filed with an agency. The agency may not reject an instrument presented for recording or filing because the instrument contains an individual's Social Security number.
(6)
(a)
Any person has the right to request that an agency remove, from a copy of an official record placed on the agency’s Internet Web site available to the general public, the person's Social Security number contained in that official record, unless the agency is specifically required or authorized by federal or state statute to place the Social Security number on the agency's Internet Web site.

(b)
The request shall be made in writing, signed by the requester and with the requester’s name typed or legibly printed, and delivered in person or by mail, facsimile, or electronic transmission. The request shall identify with specificity the Social Security number to be redacted, the official record that contains the Social Security number and the location of the Social Security number to be redacted within the official record.
(c)
The agency shall have no duty to inquire beyond the written request to verify the identity of a person requesting redaction.
(d)
No fee shall be charged for the redaction pursuant to such a request.
(7)
An agency shall give notice of the provisions of this section by conspicuously posting signs throughout its offices for public viewing and by conspicuously posting a notice on any Internet Web site used by the agency that is available to the general public.
(8)
Any affected person may petition the Franklin Circuit Court for an order directing compliance with this section.

Section 12.   KRS 15.334 is amended to read as follows:

(1)
The Kentucky Law Enforcement Council shall approve mandatory training subjects to be taught to all students attending a law enforcement basic training course that include but are not limited to:

(a)
Abuse, neglect, and exploitation of the elderly and other crimes against the elderly, including the use of multidisciplinary teams in the investigation and prosecution of crimes against the elderly;

(b)
The dynamics of domestic violence, child physical and sexual abuse, and rape; child development; the effects of abuse and crime on adult and child victims, including the impact of abuse and violence on child development; legal remedies for protection; lethality and risk issues; profiles of offenders and offender treatment; model protocols for addressing domestic violence, rape, and child abuse; available community resources and victim services; and reporting requirements. This training shall be developed in consultation with legal, victim services, victim advocacy, and mental health professionals with expertise in domestic violence, child abuse, and rape;

(c)
Human immunodeficiency virus infection and acquired immunodeficiency virus syndrome;[ and]
(d)
Identification and investigation of, responding to, and reporting bias-related crime, victimization, or intimidation that is a result of or reasonably related to race, color, religion, sex, or national origin; and

(e)
Theft of identity and disclosure of information from a financial information repository.

(2)
The council shall develop and approve mandatory professional development training courses to be presented to all certified peace officers. A mandatory professional development training course shall be first taken by a certified peace officer in the training year following its approval by the council and biennially thereafter. A certified peace officer shall be required to take these courses no more than two (2) times in eight (8) years.

(3)
The council shall promulgate administrative regulations in accordance with KRS Chapter 13A to establish mandatory basic training and professional development training courses.

(4)
The council shall make an annual report by December 31 each year to the Legislative Research Commission that details the subjects and content of mandatory professional development training courses established during the past year and the subjects under consideration for future mandatory training.

Section 13.   KRS 411.210 is amended to read as follows:

(1)
In addition to pursuing any other remedy, anyone who is a victim under KRS 434.872, 434.874, 514.160, or 514.170, shall have a cause of action, either where the victim resides or the defendant resides, for compensatory and punitive damages against anyone who violates KRS 434.872, 434.874, 514.160, or 514.170 and, if successful, shall be awarded reasonable costs and attorneys' fees.

(2)
The statute of limitations for cases under the provisions of this section shall be the later of five (5) years from the date of the discovery of the violation of KRS 434.872, 434.874, 514.160, or 514.170, or five (5) years from the date of discovery of the identity of the perpetrator of the violation.

Section 14.   KRS 514.160 is amended to read as follows:

(1)
A person is guilty of the theft of the identity of another when he or she knowingly possesses or uses any current or former identifying information of the other person, whether alive or deceased, or family member or ancestor of the other person, such as that person's or family member's or ancestor's name, address, telephone number, electronic mail address, identifying information, driver's license number, credit card number, debit card number, bank or other financial institution account numbers, investment account number, identification card number, passport number, electronic identification number, digital signature, birth date, personal identification number or code, and any other information which could be used to identify the person, including unique biometric data, with the intent to represent that he or she is the other person for the purpose of:

(a)
Depriving the other person of property;

(b)
Obtaining benefits or property to which he or she would otherwise not be entitled;

(c)
Making financial or credit transactions using the other person's identity;

(d)
Avoiding detection; or

(e)
Commercial or political benefit.

(2)
Theft of identity is a Class D felony. If the person violating this section is a business that has violated this section on more than one (1) occasion, then that person also violates the Consumer Protection Act, KRS 367.110 to 367.300.

(3)
This section shall not apply when a person obtains the identity of another to misrepresent his or her age for the purpose of obtaining alcoholic beverages, tobacco, or another privilege denied to minors.

(4)[
This section does not apply to credit or debit card fraud under KRS 434.550 to 434.730.

(5)]
Where the offense consists of theft by obtaining or trafficking in the personal identity of another person, the venue of the prosecution may be in either the county where the offense was committed or the county where the other person resides.

(5)[(6)]
A person found guilty of violating any provisions of this section shall forfeit any lawful claim to the identifying information, property, or other realized benefit of the other person as a result of such violation.

Section 15.   KRS 525.080 is amended to read as follows:

(1)
A person is guilty of harassing communications when with intent to harass, annoy or alarm another person, whether using his own or another person's identity he: 

(a)
Communicates with a person, anonymously or otherwise, by telephone, telegraph, mail or any other form of written communication in a manner which causes annoyance or alarm and serves no purpose of legitimate communication; or 

(b)
Makes a telephone call, whether or not conversation ensues, with no purpose of legitimate communication. 

(2)
Harassing communications is a Class B misdemeanor. 

Section 16.   Sections 2 and 11 of this Act take effect on July 1, 2007.
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