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SUBJECT/TITLE
Information Security Breach

SPONSOR
Representative Gross Lindsay

MANDATE SUMMARY

Unit of Government:
X
City;
X
County;
X
Urban-County

X
Charter County
X
Consolidated Local

Program/

Office(s) Impacted:
City administrative offices and County Fiscal Court

Requirement:
X
Mandatory

Optional

Effect on

Powers & Duties

Modifies Existing
X
Adds New

Eliminates Existing

PURPOSE/MECHANICS

HB 175 creates a new section of KRS Chapter 367 related to a breach of security of computerized data. It requires an agency, person, or business that conducts business in the Commonwealth to disclose any breach of the security of computerized data to any resident of the Commonwealth whose personal information was acquired by an unauthorized person. 

HB 175 also creates a new cause of action exempted from the State Board of Claims' jurisdiction, and amends KRS 65.2001 to conform.

FISCAL EXPLANATION/BILL PROVISIONS
ESTIMATED COST

The fiscal impact of HB 175 on local government would likely be a minimal to moderate increase in expenses. It is not known whether local government has or will experience a breach of security related to its computerized data. However, both cities and counties do have personal information pertaining to its residents and its employees. The personal information would include social security numbers, and possibly credit card and drivers' license numbers. 

Regardless of whether there is a breach of security, local government would have expenditures related to designing and putting in place a system of notification, as set forth in Section 2 (4). If local government discovered that personal information was or was reasonably believed to have been acquired by an unauthorized person, then it would have the expense of implementing the notification system. The cost of notification would undoubtedly be greater for cities and counties with larger populations, than cities and counties with smaller populations. Finally, there could be expenditures, if following a breach of security, a civil action to recover damages was filed against a city or county.

DATA SOURCE(S)
LRC staff; Kentucky League of Cities; Kentucky Association of Counties; Commonwealth Office of Technology
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