UNOFFICIAL COPY AS OF  01/17/06
06 REG. SESS.
06 RS HB 175/HCS


AN ACT relating to personal information.

Be it enacted by the General Assembly of the Commonwealth of Kentucky:

SECTION 1.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

The General Assembly finds that:
(1)
The privacy and financial security of individuals is increasingly at risk due to the ever more widespread collection of personal information by both the private and public sector. 

(2)
Credit card transactions, magazine subscriptions, telephone numbers, real estate records, automobile registrations, consumer surveys, warranty registrations, credit reports, and Internet Web sites are all sources of personal information and form the source material for identity thieves.

(3)
Identity theft is one of the fastest growing crimes. Criminals who steal personal information such as Social Security numbers use the information to open credit card accounts, write bad checks, buy cars, and commit other financial crimes with other people's identities. 

(4)
Identity theft is costly to the marketplace and to consumers.
(5)
Victims of identity theft must act quickly to minimize the damage. Therefore, swift notification of possible misuse of a person's personal information is essential. 

SECTION 2.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

As used in Sections 1 to 4 of this Act:
(1)
"Agency" means any public agency of the Commonwealth or its subdivisions.

(2)
"Breach of the security of the system" means unauthorized acquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by the agency or by the person or business. Good-faith acquisition of personal information by an employee or agent of the agency, person, or business for the purposes of the agency, person, or business is not a breach of the security of the system, provided that the personal information is not used or subject to further unauthorized disclosure.

(3)
"Business" means a sole proprietorship, partnership, corporation, association, or other group, however organized and whether or not organized to operate at a profit, including a financial institution organized, chartered, or holding a license or authorization certificate under the law of this state, any other state, the United States, or of any other country, or the parent or the subsidiary of a financial institution.
(4)
"Notify" means to provide:

(a)
Written notice;

(b)
Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in 15 U.S.C. sec. 7001; or 

(c)
Substitute notice, if the agency, person, or business demonstrates that the cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds five hundred thousand (500,000), or that the agency, person, or business does not have sufficient contact information. Substitute notice shall consist of all of the following:

1.
E-mail notice when the agency, person, or business has an e-mail address for the subject persons;

2.
Conspicuous posting of the notice on the Web site page of the agency, person, or business, if the agency, person, or business maintains one; and

3.
Notification to major statewide media. 


However, any agency, person, or business that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of Sections 1 to 4 of this Act, shall be deemed to be in compliance with the notification requirements of this section if the agency, person, or business notifies subject persons in accordance with its policies in the event of a breach of security of the system. 

(5)
"Personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:
(a)
Social Security number; 
(b)
Driver's license number; or 
(c)
Account number, credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual's financial account. 


"Personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.
SECTION 3.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

(1)
Any agency or any person or business that conducts business in the Commonwealth, and owns or licenses computerized data that includes personal information, shall notify any resident of the Commonwealth of any breach of the security of the system, following discovery or notification of the breach in the security of the data, when that resident's unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. The notification shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subsection (3) of this section, or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system. 

(2)
Any agency, person, or business that maintains computerized data that includes personal information that the agency, person, or business does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an unauthorized person. 

(3)
The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation. The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation. 

SECTION 4.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

(1)
Any waiver of a provision of Sections 1 to 4 of this Act is contrary to public policy and is void and unenforceable.
(2)
Any individual injured by a violation of Sections 1 to 4 this Act may institute a civil action to recover compensatory damages. KRS 44.070 shall not apply to a claim brought under this subsection.
(3)
Any agency or business that violates, proposes to violate, or has violated Sections 1 to 4 this Act may be enjoined. 

(4)
The rights and remedies available under this section are cumulative to each other and to any other rights and remedies available under law. 

Section 5.   KRS 65.2001 is amended to read as follows:

(1)
Except as provided in Sections 1 to 4 of this Act, every action in tort against any local government in this Commonwealth for death, personal injury or property damages proximately caused by:

(a)
Any defect or hazardous condition in public lands, buildings or other public property, including personalty;

(b)
Any act or omission of any employee, while acting within the scope of his employment or duties; or

(c)
Any act or omission of a person other than an employee for which the local government is or may be liable


shall be subject to the provisions of KRS 65.2002 to 65.2006.

(2)
Except as otherwise specifically provided in KRS 65.2002 to 65.2006, all enacted and case-made law, substantive or procedural, concerning actions in tort against local governments shall continue in force. No provision of KRS 65.2002 to 65.2006 shall in any way be construed to expand the existing common law concerning municipal tort liability as of July 15, 1988, nor eliminate or abrogate the defense of governmental immunity for county governments.
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