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AN ACT relating to electronic records.

Be it enacted by the General Assembly of the Commonwealth of Kentucky:

SECTION 1.   A NEW SECTION OF KRS CHAPTER 61 IS CREATED TO READ AS FOLLOWS:

As used in Sections 1 to 6 of this Act, unless the context otherwise requires:

(1)
"Certification authority" means a trusted third party who issues certificates of originator authenticity and is willing to ensure the identity of those to whom it issues the certificates.

(2)
"Closed system" means an environment in which system access is controlled by persons who are responsible for the content of electronic records that are on the system.

(3)
"Digital signature" means an electronic signature that is:

(a)
Based upon cryptographic methods of originator authentication;

(b)
Capable of independent verification by a certification authority or other commercially reasonable means; and

(c)
Transmitted in a manner that will invalidate the signature if the data in the communication or signature are changed.

(4)
"Electronic signature" means an electronic identifier intended by the person using it to have the same force and effect as the use of a manual signature. An electronic signature is:

(a)
Unique to the person using it;

(b)
Capable of verification; and

(c)
Under the sole control of the person using it.

(5)
"Open system" means an environment in which system access is not controlled by persons who are responsible for the content of electronic records that are on the system.

(6)
"Record" means information that is inscribed on a tangible medium or that is stored in an electronic or other medium and is retrievable in perceivable form.

(7)
"Signed" or "signature" includes electronic and digital signature methods.

SECTION 2.   A NEW SECTION OF KRS CHAPTER 61 IS CREATED TO READ AS FOLLOWS:

(1)
Any person or entity, including any agency, department, board, commission, authority, political subdivision, court, or other instrumentality of the Commonwealth, may accept, or agree to be bound by, an electronic record executed or adopted with an electronic signature.

(2)
Where the law requires written information, that requirement shall be met by a record. In any legal proceeding, a record shall not be inadmissible in evidence on the sole ground that it is an electronic record. Any duplicate record that accurately reproduces the original record shall be admissible in evidence as the original itself unless in the circumstances it would be unfair to admit the duplicate in lieu of the original.

(3)
Where the law requires a signature of a person, that requirement may be met by that person's electronic signature. Where any rule of law requires a signature to be notarized or acknowledged for filing, that rule may be satisfied by that person's digital signature if it meets guidelines established by the Department of Information Systems.

(4)
The provisions of this section shall not apply:

(a)
When their application would be inconsistent with the manifest intent of the parties;

(b)
To the extent that their application would result in information being unreasonably unavailable to those with a legal right to receive it, or substantially less available to those with a legal right to receive it than it would be in written form;

(c)
To any rule of law governing the creation or execution of a will, trust, or deed;

(d)
To any record that serves as a unique and transferable physical token of rights and obligations including, without limitation, negotiable instruments and other instruments of title; or

(e)
To any record the effectiveness of which depends on acceptance for filing with any government entity. This exception shall not apply once that government entity accepts electronic records for filing.

(5)
Notwithstanding the exceptions provided for in subsection (4) of this section, nothing in Sections 1 to 6 of this Act shall be construed to exclude the use of electronic records or signatures if otherwise authorized or allowed by law.
SECTION 3.   A NEW SECTION OF KRS CHAPTER 61 IS CREATED TO READ AS FOLLOWS:

Every agency, department, board, commission, authority, political subdivision, court, or other instrumentality of the Commonwealth may create and receive electronic records and signatures in lieu of written records and signatures if the communications comply with standards established in administrative regulations promulgated by the Department of Information Systems in accordance with the Commonwealth information technology architecture, including, but not limited to, provisions that:
(1)
Electronic signatures may be used to authenticate communications sent over a closed system; and

(2)
Digital signatures may be used to authenticate communications sent over an open system.

SECTION 4.   A NEW SECTION OF KRS CHAPTER 61 IS CREATED TO READ AS FOLLOWS:

(1)
Nothing in Sections 1 to 6 of this Act shall be construed to prevent a person from establishing reasonable requirements with respect to the medium used to inscribe or store a record, absent agreement to the contrary. Furthermore, nothing in Sections 1 to 6 of this Act shall be construed to prevent a person from establishing reasonable requirements with respect to the method executed or adopted by a person to sign a record, absent agreement to the contrary.

(2)
Nothing in Sections 1 to 6 of this Act shall apply when its application would involve a construction of a rule of law that is clearly inconsistent with the manifest intent of the lawmaking body or repugnant to the context of the same rule of law. The mere requirement of a signature or that a record be signed or in writing or written shall not by itself be sufficient to establish this intent.

(3)
For purposes of establishing personal or subject matter jurisdiction, an electronic communication or transaction under Sections 1 to 6 of this Act shall be deemed to have taken place in Kentucky if at least one (1) party to the communication:

(a)
Is a Kentucky resident;

(b)
Is doing business in Kentucky; or

(c)
Has minimum contacts with Kentucky.

SECTION 5.   A NEW SECTION OF KRS CHAPTER 61 IS CREATED TO READ AS FOLLOWS:

A certification authority shall register with the Secretary of State in accordance with guidelines established in administrative regulations promulgated by the Department of Information Systems.
SECTION 6.   A NEW SECTION OF KRS CHAPTER 61 IS CREATED TO READ AS FOLLOWS:

Sections 1 to 6 of this Act may be cited as the Kentucky Electronic Records and Signatures Act (KERSA).
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